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Marlene H. Dortch, Secretary QOClC11 FllE CCPY ONGINAl fEB Z~ 1006
Federal Communications Commission
Office of the Secretary FCC Mail Room
445 12th Street, SW
Washington, DC 20554

Annual 47 C.F.R. § 64.2009(e) CPNI Certification
EB Docket 06-36

Annual 64.2009(e) CPNI Certification for 2007

Date ofexecution: February 12, 2008

Name ofCompany covered by this certIfication: Spring Grove Communications

Form 499 Filer ill: 823046

Name ofOfficer signing: Craig A. Otterness

Title ofOfficer signing: General Manager/CEO

I, Craig A. Otterness, certify ~at I am an officer of the Company named above, and
acting as an agent of the Company, that I have personal knowledge that the Company has
estahlished operating procedures that are adequate to ensure compliance with the Commission's
CPNI rules. See 47 C.F.R. § 64.2001 et seq.

Attached to this certification as Exhibit 1 is an accompanying statement explaining how
the Company's procedures enS1!U'e that the Company is in compliance with the requirements set
forth in section 64.2001 et seq. ofthe Commission's rules.

The gQm~~y has not takep. ariy actions (proceedings instituted or petitions filed by a
company at :~ltJil#; state. C0TII'"lisst6n, the c~urt system, or at the Commission against data
~F@k.et:S~ .aga#ist pkta broker~, jn the past year. Companies must report on any information that
they.!have wit,h respect to the'processes'pretexrfers are usmg to attempt to access CPNI, and what
steps companies ar¢ taking to~prate'ct CENI.

The C~J!P.Pl!!lY !lr~~'nO:V,recehved,.~y,<?l1stomer complaints in the past year concerning the
unautb.on~~d,:,felease~of6)?Nl(n~er o~ c~~to:tner COJllplaiu-ts a company has received related to
unallthorizecf)~ccess to Cl>NI, dt wtauth.0Fi!li:e<ii ,disclospre of CPNI, broken down by category or
com)iaint, e.g" instances iof-inpro~er ;ac.G.qss,by emplbyees, instances of improper disclosure to
incUVitluals not authoriZed to re:cei~e the ~~~J.ll1atioh, or jnstances of improper access to online
in.f0FmatiQn by,in,dividuals not autb;~rizedt~ View·'th.e information).
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Exhibit 1

Spring Grove Communications

STATE:MENT EXPLAINING HOW THE COMPANY'S OPERATING PROCEDURES
ENSURE COMPLIANCE WITH THE FCC'S CPNI RULES

I. Customer Proprietary Network Information ("CPNI")

CPNI is defined in Section 222(f) of the Communications Act as (A) information that relates
to the quantity, technical configuration, type, destination, and amount of use of a
telecommunications service subscribed to by any customer of a telecommunications carrier,
and that is made available to the parrier by the customer solely by virtue of the carrier
customer relationship; and (B) information contained in the bills pertaining to telephone
exchange service or telephone toll service received by a customer of a carrier (except that
CPNI does not include subscriber list information).

Generally, CPNI includes personal:, information regarding a consumer's use of his or her
telecommunications services. CPNI encompasses information such as: (a) the telephone
numbers called by a consumer; (b):'the telephone numbers calling a customer; (c) the time,
location and duration of a consumer's outbound and inbound phone calls, and (d) the
telecommunications and informatiOll services purchased by a consumer.

Call detail information (also kno~ as "call records") is a category of CPNI that is
particularly sensitive from a privacy standpoint and that is sought by pretexters, hackers and
other unauthorized entities for illegitimate purposes. Call detail includes any information
that pertains to the,'llliansmission ofaspecific telephone call, including the number called (for
dutbound,,~alls), ,the:'nqm'Q;er from whieh the call was placed (for inbound calls), and the date,
time,'location and!ior.duration ofthe ,eall (for all calls).

ll. Use and Disclosure of CP,M Is.Restricted- ~.-

'Phe Company,.17ecogp.izes.(t\lat~PNldl}.~lu;des infortnation that is personal and individually
identifiable, ancl,tk~tpriv~cYlc'Qirce~s~ha,v~'ledCongliess and the FCC to impose restrictions
l.lpon its use an,.d diselosulie,and upon the provision of access to it by individuals or entities
i11side and outside the Company.

The Company has designated a CPNI Compliance Officer who is responsible for: (1)
c0lD.ll\unicating with the Company's attorneys and/or consultants regarding CPNI
r.esp@nsibilities, require:t:l!(ents and restrictions; (2) supervising the training of Company
employees and agents who use or have access to CPNI; (3) supervising the use, disclosure,
d,i~tribution or aceess to th.e CGmpany's CPNI by independent contractors and joint venture
~artners; (4) l!?:'~tJlJiWng iliec(')rd~ 'r~gatdIDg,the use orC:PNI in marketing campaigns; and (5)
l\~~elving,,1:evi~Wllig'and ~.s~lv-ing questions or issues regm:dmg use, disclosure, distribution

. d~"pr.ovisi@:il ofa'ecess to GPNI.



Company employees and agents that ti1ciy deal Willi CPNI have been informed that there are
substantial federal restrictions upon CPNI use, distribution and access. In order to be
authorized to use or access the Company's CPNI, employees and agents must receive
training with respect to the requirements of Section 222 of the Communications Act and the
FCC's CPNI Rules (Subpart U ofPart 64 ofthe FCC Rules).

Before an agent, independent contractor or joint venture partner may receive or be allowed to
access or use the Company's CPNI, the agent's, independent contractor's or joint venture
partner's agreement with the Company must contain provisions (or the Company and the
agent, independent contractor or joint venture partner must enter into an additional
confidentiality agreement which provides) that: (a) the agent, independent contractor or joint
venture partner may use the CPNI only for the purpose for which the CPNI has been
provided; (b) the agent, independent contractor or joint venture partner may not disclose or
distribute the CPNI to, or allow access to the CPNI by, any other party (unless the agent,
independent contractor or joint venture partner is expressly and specifically required to do so
by a court order); and (c) the agent, independent contractor or joint venture partner must
implement appropriate and specific safeguards acceptable to the Company to ensure the
confidentiality ofthe Company's CPNI.

ill. Protection of CPNI

1. The Company may, after receiving an appropriate written request from acustomer,
disclose or provide the customer's CPNI to the customer by sending it to the customer's
address or record. Any and all such 'customer requests: (1) must be made in writing; (2) must
include the customer's correct billing name and address and telephone number; (3) must
specify exactly what type or types of CPNI must be disclosed or provided; (4) must specify
the time period for which the CPNI must be disclosed or provided; and (5) must be signed by
the customer. Th'e Company will 'disclose CPNI upon affirmative written request by the
custemer to any person designated::by the customer, but only after the Company calls the
customer's telephone number @frecord and/or sends a notification to the customer's address
ofrecord to verify the accuracy ofthis request.

2! The Company will provide a '; customer's phone records or other CPNI to a law
enforcement agen.cy in accordance With applicable legal requirements.

3. The Company win retain all customer passwords and "shared secret" question-answer
compinafions in s~cure files that may be accessed only by authorized Company employees
Who n.eeG~sllch infomation in order to authenticate the identity of customers requesting call
detail infoElllation over t4e telephon~.



4. Com-pany e1n)?loyees will authenticate all telephone requests for C'P'NI in the same manner
.whether or not the CPNI consists of call detail information. That is, Company employees
must: (a) be furnished the customer's pre-established password (or correct answers to the
back-up "shared secret" combinations); (b) send the requested information to the customer's
postal or electronic "address of record" (see definition above);" or (c) call the customer back
at the customer's "telephone number of record" (see definition above) with the requested
information.

5. If a customer subscribes to multiple services offered by the Company and an affiliate, the
Company is permitted to share the customer's CPNI regarding such services with its affiliate.
If a customer does not subscribe to any telecommunications or non-telecommunications
services offered by an affiliate, the Company is not permitted to share the customer's CPNI
with the affiliate without the customer's consent pursuant to the appropriate notice and
appFOval procedures set forth in Sections 64.2007, 64.2008 and 64.2009 ofthe FCC's Rules.

6. When an existing customer calls the Company to inquire about or order new, additional or
modified services (in-bound marketing), the Company may use the customer's CPNIother
than call detail CPNI to assist the customer for the duration of the customer's call if the
Company provides the customer with the oral notice required by Sections 64.2008(c) and
64.2008(f) ofthe FCC's Rules and after the Company authenticates the customer.

The Company may disclose or release call detail information to customers during customer
initiated telephone contacts only when the customer provides. a pre-established password. If
the customer does not provide a password, call detail information can be released only by
sending it to the customer's address of record or by the carrier calling the customer at the
telephone number of record. If the customer is able to provide to the Company during a
custemer-initiated telephone call, all of the call detail information necessary to address a
customer ..service issue (i.e., the telephone number called, when it was called, and, if
applicable~ the amount charged for the call) without Company assistance, then the Company
m'ay.take routiqe cus,tomer service actions related to such information. (However, under this
circumstance, the Company m,ay not disclose to the customer any call detail information
about the ~mst@~er account other than the call detail information that the customer provides
without the customer first providing a password.)



7. The Company uses, discloses; and/or petmits access to CPNI in connection with
Company-initiated marketing of services to which a customer does not already subscribe
from the Company (out-bound marketing) only pursuant to the notice and approval
procedures set forth in Sections 64.2007, 64.2008, and 64.2009 of the FCC's Rules. All
proposed out-bound marketing activities are reviewed by the Company's CPNI Compliance
Officer for compliance with the CPNI restrictions and requirements in the Communications
Act and the FCC Rules.

8. The Company maintains appropriate paper and/or electronic records that allow its
employees, independent contractors and joint venture partners to clearly establish the status
of each customer's Out-out and/or Opt-In approvals (if any) prior to use of the customer's
CPNI. These records include: (i) the date(s) of any and all of the customer's deemed Opt-out
approvals and/or Opt-in approvals, together with the dates of any modifications or
revocations of such approvals; and (ii) the type(s) of CPNI use, access, disclosure and/or
distribution approved by the customer. .

9. Before a customer's CPNI can be used in an out-bound marketing activity or campaign,
the Company's records must be cJ~.ecked to determine the status of the customer's CPNI
approval. Company employees, independent contractors and joint venture partners are
required to notify the CPNI Complil:m.ce Officer ofany access, accuracy or security problems
they encounter with respect to these records.

If new, additional or extended approvals are necessary, the CPNI Compliance Officer will
determine whether the Company's "Opt-Out CPNI Notice" or "Opt-In CPNI Notice" must be

. used with ·respect to various propos~d out-bound marketing activities.

10. The CPNI Compliance @ffi<?er will maintain a record of each out-bound marketing
activity ol';p.amPl-i,gQ., inc~~dm:g:, (i) ~igeS_cmptio;tlaf tb"e campaign; (ii) the specific CPNI that
was"used 1,n. tlie·c,~paign;. (ioii)'th.e ,date"iq["a p~o~eoINhe campaign: and (iv) what products
~d'seMces ~~r~ offerecl as p¢ of t4e campaign.. This record shall be maintained for a
'minimumroforre year. '.'
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11. The Company's employees and billing agents may use CPNI to initiate, render, bill and
collect for telecommunications serJ.ices. The CoI1ipany may obtain information from new or
existing customers that may constitute CPNI as part of applications or requests for new,
additional or modified services, and its employees and agents may use such customer
information (without further customer approval) to initiate and provide the services.
Likewise, the Company's employe~s and billing agents may use customer service and calling
records (without customer approval): (a) to bill customers for services rendered to them; (b)
to investigate and resolve disputes with customers regarding their bills; and (c) to pursue
legal, arbitration, or other processes': to collect late or unpaid bills from customers.

12. The Company's employees and agents may use CPNI without customer approval to
protect the Company's rights or property, and to protect users and other carriers from
fraudulent, abusive or illegal use of (or subscription to) the telecommunications service from
which the CPNI is derived.

Because allegations and investiga;tions of fraud, abuse and illegal use constitute very
sensitive matters, any access, use, disclosure or distribution of CPNI pursuant to this Section
must be expressly approved in advance and in writing by the Company's CPNI Compliance
Officer.

13. The Company's employees, agents, independent contractors and joint venture partners
may NOT use CPNI to identify or track customers who have made calls to, or received calls
from, competing carriers. Nor may the Company's employees, agents, independent
contractors or joint venture partners use or disclose CPNI for personal reasons or profit.

14. Company policy mandates that files containing CPNI be maintained in a secure manner
sucll that they' cannot be used, accessed, disclosed or distributed by unauthorized individuals

. Qli:in. an Ullauthorized manner. '

l:~. F,\~er files containing CPNI are:,kept in secure areas, and may not be used, removed, or
c0J?re~l:mjan unauthorized manner.

16; 'Et~ctr~nte:Jii1~ :W?-d d~tabase,s contajning CPNI are maintained on computers that are not
·'~$~.essiblecfJ!omthei)lt~etor\tl1atare on the Compap.y's 'intranet behind firewalls that are
te.~~ly .@em;t~~,d: ~d.f.~teste'c:i for effectiveness. In addition, such electronic files and
4a!abases,~aYl1~~~iac'~esse~aMy by authorized Company etnployees who have been provided
~i~~,ea,t1t eff¢cw:ve~sJi:1ioilgl~~iIDmid password (which password is periodically changed).

17. Com:g,any eD1:ployees~ agents, independent centl'tlctors and joint venture partners are
requ~ed t~ n()tify the CPNI Q.~in:pljance Officer of any access or security problems they
encouter,wfth);Jfespe.ct to files cQntainlng CPNI.



18. The Company may permit its cttstomers to eshtbl1sh online accounts, but must require an
appropriate password to be furnished by the customer before he or she can access any CPNI
in his or her online account.

19. Customers may obtain an initial or replacement password: (i) if they come in person to
the Company's business office, produce a driver's license, passport or other government
issued identification verifying their'identity, and correctly answer certain questions regarding
their service and address; or (ii) if they call a specified Company telephone number from
their telephone number of reco~4, and then wait at that number until a Company
representative calls them back and obtains correct answers to certain questions regarding
their service and address.

20. The Company will notify customers immediately ofcertain changes,in their accounts that
may affect privacy or security matters.

a. The types of changes that require immediate notification include: (a) change or request
for change of the customer's password; (b) change or request for change of the
customer's address ofrecord; (c) change or request for change of any significant element
of the customer's online account; and (d) a change or request for change to the
customer's responses with respect to the back-up means of authentication for lost or
forgotten passwords. '

b. The notice may be provided by: (a) a Company call or voicemail to the customer's
telephone number of record; (Q) a Company text message to the customer's telephone
number of record; or (c) a written notice mailed to the customer's address of record (to
the customer's prior address of record if the change includes a change in the customer's
address ofrecord). "

e.. Th~ nQ,W:~~ .mu~t t:aeJ!litiW only' the general type of change and must not reveal the
chan.ged mf<lf$:matibn: , . "

\d. The CQp1P~y'.eJDployee or a;gent sending the notice must prepare and furnish to the
(jPNl Co~1lian.~~'~O~~er it mein.o~an.dum cQp.taining: (a) the name, address of record,
and tef.epb:~~~·ttl.}!ribeJt{O:i6:re~erd,eftlle customer notified; (b) a copy or the exact wording
of the'ite~d"..:tPe$sage, wPttelil~notiee, telephone message or voicemail message comprising
ithe n~nce; and (c) this'date and time that the notice was sent.



21. The Company must provide an initial notice to law enforcement and a subseq,uent notice
to the customer ifasecurity breach resti}t~ bi the diselosure ofthe customer's CPNI to a third
party without the customer's authorization.

a. As soon as practicable (and in no event more than seven (7) days) after the Company·
discovers that a person (without authorization or exceeding authorization) has
intentionally gained access to, used or disclosed CPNI, the Company must provide
electronic notification of such· breach to the United States Secret Service and to the
Federal Bureau of Investigation via a central reporting facility accessed through a link
maintained by the FCC.

23. The Company will provide customers with access to CPNI at is retail locations if the
customer presents a valid photo ill and the valid photo ill matches the name on the account.

24. The Company takes reasonable measures to discover and protect against activity that is
indicative of pretexting including requiring Company employees, agents, independent
contractors and joint venture partners to notify the CPNI Compliance Officer immediately by
voice, voicemail or email of: (a) any suspicious or unusual call requesting a customer's call
detail information or other CPNI (including a call where the caller furnishes an incorrect
password or incorrect answer to· one or both of the "shared secret" question-answer
combinations); (b) any suspicious or unusual attempt by an individual to change a customer's
password or account information (including providing inadequate or inappropriate
identification or incorrect "address or record," "telephone number of record" or other
significant service information); (c) any and all discovered instances where access to the
Company's electronic files or databases containing passwords or CPNI was denied due to the
provision of incorrect logins and/or passwords; and (d) any complaint by a customer of
unauthorized or inappropriate use or disclosure of his or her CPNI. The CPNI Compliance
Officer win request ftulther information in writing, and investigate or supervise the
investigation of, any incident or. group of incidents that reasonably appear to entail
pretexting.
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IV. CPNI Compliance Officer

In. addition to the specific matters required to be reviewed and approved by the Company's
CPNI Compliance Officer, employees and agents, independent contractors and joint venture
partners are strongly encouraged to,'bring any and all other questions, issues or uncertainties
regarding the use, disclosure, or access to CPNI to the attention of the Company's CPNI
Compliance Officer for appropriate investigation, review and guidance. The extent to which
a particular employee or agent brought a CPNI matter to the attention of the CPNI
Compliance Officer and received appropriate guidance is a material consideration in any
disciplinary action brought against the employee or agent for impermissible use, disclosure
or access to CPNI.

v. Disciplinary Procedures

The Company has informed its employees and agents, independent contractors and joint
venture partners that it considers compliance with the Communications Act and FCC Rules
regarding the use, disclosure, and access to CPNI to be very important.

Violation by Company employees or agents of such CPNI requirements will lead to
disciplinary action (up to and including remedial training, reprimands, unfavorable
performance reviews, probation, and termination), depending upon the circumstances of the
violation (including the severity ofthe violation, whether the violation was a first time or
repeat violation, whether appropriate guidance was sought or received from the CPNI
Compliance Officer, and the extent to which the violation was or was not deliberate or
malicious).

Violati0n i~y Company independe:Q.t contractors or joint venture partners of such CPNI
, , l1~ij~em~n:ts WiU tefld Ito lPwmpt disciplinary action (up to and including remedial training

and tertn~tion ofth.e coiiiract). :,


